LZodamok y6aikayis
HamionaabHa moJtiniss YKpaiHu nomnepeakac npo
maxpaucraa!l

[Maxpaiicbki 1ii pi3HOMAHITHI HACTUIbKU, HACKUIBKM PI3HOMAHITHI BIIHOCHHHM MIX
moapMu. BoHu € HacnigkoM 00OpOTYy TOBapiB, BUKOPUCTAHHS OHJIAlH CepBICIB a0o
O0aHKIBCbKMX KapT. ToMmy KoxHa cdepa mnpuBeprae 10 cede 3JTOBMHUCHUKIB, SIKI
MOCTIHHO BUHAXO/SATh HOB1 CIOCOOU PO3KpaJaHHS TPOIIIECH.

[IpoTe icHYIOTb 3araibHi IpaBuIia, sIKl JOMOMOXKYTh HE CTAaTH >KEPTBOIO 1IaXpaiB.

® 3M1liCHIOBATH MOKYIKHU TIJIbKH Ha MEPEBIPEHUX calTax

e nepeBipsatu URL-aapecy pecypcy (1omeH)

® He BBOJUTU KOH(DIACHIIINHI JaH1, MApoJi Ta IHITY 1H(OpMAILito, [0 MOXKe OyTH
BUKOPHUCTAaHA JJIs MiATBEPAKCHHS JIaTEXk1B

e y pa3i KymiBil Ha T1aTdOpMi OTOJIONICHh YTOYHIOBATH ATl YIrOoJHW TUIbKH B
yati i€l maThopmMu 1 He MEPEXOIUTH B CTOPOHHI MECEHKepU

® OMUHATH MOBIIOMJICHHS, K1 BAMAraroTh TEpPMIHOBHX /111 200 BUJAIOTHCS HAJITO
npuBaOJIMBUMH HE MEPEXOJIUTHU 32 MOCUIAHHSIMU BiJl HE3HAMOMIIIB.

[Tam’siTaiiTe, 110 MIaxpai rpar0Th HA 3HAHHI TICUXOJIOTIT Ta eMOIIIH JIFOIUHHU.

Biiina B YkpaiHi ctana niarpyHTsIM JJs MOUIUPEHHS MaxpaliChbKUX CXEM, 3aCHOBAHUX Ha
Bpa3JIMBOMY  €MOIIIHHOMY  CTaHl  Ta  3JIOBXMBaHHI  BallOIO JOBIPOIO.
[Tpu 1bOMY KMITIUBICTh IIaXpaiB BUXOJAUTH 32 PAMKH BxkKe JOOpe 3HAHOMHUX YKpaTHIISIM
adbep, TOX 3’ABISIOTBCS HOBI CrmocoOM ourykyBaHHs. HailonanbHa — mosiiis
VYkpaiuu po3noBijjae Mpo HAWUMOMIMPEHIII CXEMU IIaxXpaluCTB Ta OCHOBHI IIpaBHIia
0e3rexu, siKl I0MOMOXXYTh BUKPUTH a(ePUCTIB.

IIpona:k nemeBUX TOBAPiB«3 PYK B PyKH»

SIKIII0 He3HAWOMI JTFOJIU TIPUHIILIM JI0 BAC 1 IPOTIOHYIOTh KYIUTH JICIICBI TOBapU — OyabTe
HacTopoxi. [le MoxyTh OyTH maxpai! y Takuii criocid BOHH HaMararoThCs AI3HATU- €A, JI€ BU
30epiraere cBOi 3201/ PKEHHS, a TIOTIM HETIOMITHO JUIsl BAC BUKPACTH T'POIIi.

IMam’siTaiiTe: «OE3KOIITOBHUIA CUP — TUTBKH B MHUIIOJIOBIII».
1o pooutn?
1. He myckaiiTe He3HAOMIIIB J0JOMY.

2. 3amydiTh 10 PO3MOBH CyciiB a00 3aTeneoHyiTe poudaM: 1ie MOXKe BUIIKATH MIaxpaiB.
3. JSIk1o 1o Bac MPUXOAMIIM IIaxpai, MOBIIOMTE PO 1€ NoJinedchKuM 3a Homepom 102.

«I'pomoBa pepopmar»

SIKIIIO /10 Bac HaBIAIOTHCS HE3HAHOMIIL 1 CKaXKyTh, 1110 Y 3B’A3KY 3 MPOBEJCHHSAM I'POLIOBOI
pedopmu Tpeba 3aMIHUTH cTapi KyMIOpH Ha HOBI, 3HaiiTe: 1e -100% maxpai. ¥V Takuii cnocid BoHH
HaMararoThCsl IPUBJIACHUTH BC1 Ballli 3201 KEHHS.


https://www.npu.gov.ua/
https://www.npu.gov.ua/
https://cyberpolice.gov.ua/article/pravyla-bezpeky-u-kiberprostori--rekomendacziyi-kiberpolicziyi-1747/
https://cyberpolice.gov.ua/article/pravyla-bezpeky-u-kiberprostori--rekomendacziyi-kiberpolicziyi-1747/
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1o poouTm?

He nosipsiiiTe He3HaHOMIIAM 1 HE IyCKaiTe 1X Y CBOIO IOMIBKY.

Po3kaxiTh mpo Bi3UT poaudam.

3aBKM pasbTeCs 3 THMH, KOMY JIOBIps€TE.

SIKII0 /10 Bac MPUXOAMIIM HIaxpai, MOBIOMTE PO 1€ MOJIIeHChKUM 3a Homepom 102.

PoopE

«/I3BiHKH BiJ iMeHI NpeACTABHUKIB 0aHKIB»

«Bay xkapry 3a6;10KOBaHO», «3 BAILIOTO PaXyHKY XOUyTh CIMCATH I'POILi», «HOBI MpaBuJa IMiJ] yac
BOEHHOI'O CTaHY» — 3JIOBMUCHHKH, SIK1 IPEACTABIISAIOTHCS CIIIBPOOITHUKAMU OaHKY,
BUKOPHUCTOBYIOTh P13H1 clI0cOOU, aOU OTPUMATH JIOCTYII JI0 BalIMX OAHKIBCHKUX KAPTOK.

SIK TUTBKM HEB1IOMI IIPOCATH Ha/IaTH HOMEP KapTKHU, MH-KOM, KOJOBE CJIOBO, TPU3HAYHUI HOMED Ha
3BOPOTI KapTKH 1 TEPMIH il /11 abo >k BBECTH NapoJib, ikuii Haaidmos y CMC, 3HailiTe: 1ie — maxpai.
IIam’sATaliTe: HABITH B yMOBAaX BIIfHU CIPaBKH1 CHIBPOOITHUKY OaHKY HIKOJIM HE 3alUTYIOTh TaKy
1HopMarliro.

1o pooutu?

1. Tloxnamith CIIyXaBKy.
2. TloBimomTe mpo MoiI0 MoJTielchbkuM 3a Homepom 102. «Bamm poauy y 611i»

Axio BaM TenedoHy0Th (4acTo BHOYI a00 BPaHIIi) Ta MOBIIOMIISIFOTE, III0 POAWY MOTPAIuB y Oiy,
1 IPOCATH MepeaTH TPOIIIi — I1e IaXpancTBO. 3IIOBMUCHUKN MOXKYTh BUJIaBaTH ceOe 3a CHHA/I0YKY,
OHYKa/OHYYKY, sIKi HaueO0To notpanwin y 0iny (ckoinmu A TII, onuHMmmCcs y nmoirii Toro). I1
MOXYTb MPEACTABIATUCS JIKAPSIMHU a00 MOJIIEHCEKIUMU 1 IPOMIOHYBATH CBOIO JOTIOMOTY Y
BHPIIIEHH] «IIPOOJIEMI» 32 BUHArOPOIY, IKa MOXE CTAHOBHU-TH BiJl TUCSY1 10 JCCATKIB THCSIY
I'PUBEHbB, a IHKOJIM —HaBITh KUIbKa THCSY JoJiapiB CIIP.

IMam’siTaiiTe: TaK AiFOTH Maxpail

o poouTu?

1. Tloknaxite CIyXaBKy.
2. TlepeBipTe, ne Bail poauy.
3. TloBimomTe mpo MOiI0 MOJIIIEHCHKUM 32 HOMepoM 102.

«ConiajJbHi BUILJIATH i Yac BiiHN»

«I1ixg yac BIiHU BU MO>KETE OTPUMATH COLIIAJIbHY JOTIOMOT'Y» Haifuacriiie maxpai HaJICHJIaloTh CMC-
MOB1IOMJICHHSI ITPO OTPUMAHHS PI3HOMAaHITHUX BUILIAT BiJ OpraHiB Biaau abo OxaroaiiHux GoHaiB
Ta NMPOCATH HAJIATU TaKy iH(POpPMaIlito: Ballll aHKETHI1 JIaHi, HOMep KapTKH, MiH-KO/I, KOJIOBE CJI0BO,
TPU3HAYHHUI HOMEp Ha 3BOPOTI KApTKH 1 TEPMiH ii Aii.

ITam’siTaliTe: HA3BaBIIM 11i 1aH1, BU HAJA€TE LIaXpasiM JOCTYII JIO BAIIOTO PaXyHKY, TOX BOHH
MOJKYTh BKPAacTH BC1 Ballli 3a011a/KEHHS.

o poouTn?

1. Tloxmafitek ciyXaBKy.


https://cyberpolice.gov.ua/contacts/
https://cyberpolice.gov.ua/contacts/
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2. 3BepHITbCA JI0 CBOIX poaMYiB a00 MPEJCTaBHUKIB BJIAIH 1 IEpEBIpTe, YU AIHCHO BU MOXKETE
OTPUMATH TaKi BUILIATH.
3. Sxmo Bam TenedoHyBaIH Imaxpai, HOBIIOMTE Mo 1e Moileicbkium 3a Homepom 102.

Burpami npusiB (aBT0,100yTOBA TEXHiKAa)

«Bu Burpanm aBTomMo0iIs 200 MOOYTOBY TEXHIKY»- HE IMOCIHINIaliTe BUKOHYBAaTH BCi HACTaHOBHU
He3HAHOMIIIB. 3a3BHYail y HA/IICIIAaHOMY CMC BKa3aHUI HOMED, 3a SIKUM MO>KHa OTPHUMATH JETAIbHY
iHpopmamnito. Konm Ttenedonyere, BaM pO3MOBiNAIOTH yYMOBH, SIKi MOTPiIOHO BHKOHATH, MIO0
OTPUMATH «IIpU3». SIK MpaBWIIO, BaM MPOTOHYIOTH CIUTaTUTH 1% Big BapTOCTI BUTPAHOTO TOBApY.
AJle SIK TUTBKU BU 1Ie 3po0OuTe, HEe3HAWMIII TePEeCTalOTh BUXOAUTH Ha 3B’S130K 1 3HUKAIOTh.

IMam’sATaiiTe: Tak Ii10TH Mmaxpai!
o pooutn?
1. TloxgymaiiTe, un Opanu BU y4acTh y aKLIsIX UM KOHKypcax.

2. He nepepaxoByiiTe rpoIir He3HAHOMIISIM.
3. Sxmo Bam TenedoHyBaIH Iaxpai, HOBIIOMTE PO I1e MOMileHChKIM 3a Homepom 102.
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